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As part of Citizen Lab's research on security and privacy applications, we reported on issues we discovered in three COVID-related applications in Indonesia and the Philippines - PeduliLindungi, StaySafe PH and COVID-KAYA. On December 20, 2020, government employees used NSO Group's Pegasus spyware to hack 36 personal phones belonging to
journalists, manufacturers, anchors and executives of Al Jazeera. The journalists were hacked by four Pegasus operators, including one operator MONARCHY, whom we attribute to Saudi Arabia, and one operator who is the insidious of the lasttrel, which we attribute to the United Arab Emirates. December 8, 2020 Transparency and accountability for
Canada's 5G problems will not be found in a policy that primarily concerns a single company. Instead, a strong and seller-neutral approach is needed. December 1, 2020 Circles is a monitoring company that reportedly exploits vulnerabilities in the global mobile phone system to snoop on calls, texts and location phones around the world, and is affiliated with
the NSO Group, which develops oft-abused Pegasus spyware. Using internet scanning, we found a unique signature related to the host names of checkpoint firewalls used in communication deployments, allowing us to identify circuit deployments in at least 25 countries. Citizen Lab is an interdisciplinary laboratory located in the Munk School of Global Affairs
&amp; Public Policy, University of Toronto, focusing on research and development at the intersection of information and communication technologies, human rights and global security. Additional information. All records and emails from Freedom of Information requests are submitted to various federal and provincial departments, and municipal police services
in Canada. On 7 December 2020, Citizen Lab published a report examining Huawei, 5G technologies and Canadian telecommunications issues. Based exclusively on open source reporting, it considers that Canada does not in itself have a Huawei problem; it has a 5G strategy problem with the Canadian Government, which does not have a fundamental set
of integrated industrial, cyber security and foreign policy strategies. This document summarises the findings of the investigation and the questions and answers of the Group. This report shall include a summary of the results of the SCO scan study and shall proceed as follows: firstly, the work of the laboratory in the field of gender and digital security;
secondly, it maps the research and advocacy landscape in this area and discusses the results of interviews; and finally highlights some of the research gaps that are important for Citizen Lab's work. Citizen Lab director, Professor Ron Deibert, is this year's 2020 CBC Massey lecturer. The lectures are accompanied by a book by Deibert, titled RESET:
Demanding the Internet for Civil Society. This annotated prepare and summa the relevant literature for transnational digital repression (i.e. when countries seek to put pressure on citizens living abroad in order to limit, restrict or eliminate political or social measures that threaten the stability of the regime or social and cultural norms in the country). Although
transnational repression itself is not a new phenomenon, there has been limited research into how such repression is allowed and extended by digital means. It is encouraging to see the provincial government's efforts to improve the state's privacy law in Ontario, given the increasingly ubiquitous data transformation and surveillance of our behavior, bodies,
online and offline activities, and life. To that end, Citizen Lab presented a brief review that included 21 recommendations for legal and policy reform in Ontario to strengthen the privacy and data protection rights of individuals in the province. Citizen Lab senior researcher John Scott-Railton discusses why WhatsApp is suing the NSO Group after discovering
its spyware was used targeting 1,400 users-100 of whom were members of civil society-and why it is an important bellwether. Humber's Innovative Global Citizenship Certificate (GCC) prepares you to live in a culturally diverse and rapidly changing world. Through a combination of academic courses and experiential learning, you achieve a highly valued
global perspective, deepen your understanding of human diversity, engagement and cultural complexity, and increase your sense of personal and community responsibility. The Global Citizenship Certificate is a cross-school, multidisciplinary program designed to accommodate currently enrolled students in any of the Humber's six academic faculties.
Imagined as a global backpack or a set of online courses and experiences that can be matched with your current research, the program requires you to explore questions about the meaning and value of the topic of citizenship in today's global world. If successfully completed the program requirements will be given a certificate of compliance with global
citizenship. You leave an e-portfolio that documents your global skills, knowledge and experience to share them with potential employers and/or a community of professional interest. Introduction to Global Citizenship View below citizen at Humber View below Citizen World View Below Global Studies Course View Below (1) GBLC 001:Introduction to Global
Citizenship This course introduces the concept of global citizenship, including relevant knowledge, skills, values and active citizenship. Learners think about citizenship rights and responsibilities at local, national and global level in communities and explore the historical and modern context that shapes what it means to be academic discipline. Learners will
design an e-portfolio to deliberately map and document their learning experiences and results in a certificate. Approximate time to complete (at your own pace): 30 hours. (2) GBLC 002: Humber Citizen This course introduces community concepts, including locality, membership, unity/cohesion, authority, scope and boundaries. Learners examine the basic
principles and foundations of community engagement and development, as well as barriers to participation and analyse their role as members of different communities. Learners will be given guidelines, leads and a tracking document that will complete the required 40 hours of community socialism and review the benefits and rationale for volunteering.
Learners are introduced to the basic principles of inclusion in the reflective journal, referring to kolb's experiential learning model. Approximate time to complete (at your own pace): 30 hours + 40 community service lessons. Examples of community engagement: (3) GBLC 003: Citizen of the World This course introduces cultural and identity themes, guided by
the Cultural Concept of Iceberg, the Cultural Dimension Theory of the Hofsteds and the Bennett Model of Intercultural Sensitivity Development. Learners explore topics that are important for understanding the spectrum of identity, exposing hidden bias, raising awareness of issues related to equality and inclusion, and community involvement in a culturally
diverse and interdependent world. Approximate time to complete (at your own pace): 30 hours. Global Studies Course: One core or elective course in your program that has internationalized learning outcomes. View course catalog: humber.ca/myhumber/ Registration is now OPEN! Don't delay, now sign up for FREE global citizenship courses and start your
global study journey! Search course codes to register (GLBC 001, 002 or 003) If you can't access the link above, please make sure that your Flash player is up-to-date and/or use another browser to view the course calendar and register. Conversations about the importance of Global Citizenship Education take place all around us! For more information, see
these externally produced videos: Watch the video to find out what makes a global citizen. Watch the video to hear about the importance of Global Citizenship Education (GCED) in a globalized and increasingly interconnected world. Watch the video to find out what Global Citizenship Education offers to students. See full FAQ See contact details 1. Why
should I add a global citizenship certificate to my education? Humber College's Global Citizenship Certificate is an interdisciplinary, four-course online program that helps prepare you for dealing with living in our culturally diverse and rapidly changing world. Through a combination courses, travel experiences, and extracurricular activities that suit your current
studies, get a highly valued global perspective, deepen your understanding of human diversity, your connection and cultural complexity, and increase your sense of personal and community responsibility. 2. Are there preconditions or co-terms? Students must complete one academic credit with an approved list of courses with an international attribute offered
by one of the Humber's Academic Schools. The courses with this attribute have learning outcomes that contribute to the development of global competence. The aim is to guide learners to think critically about global challenges in their career-oriented professional and personal interests. This Global Studies Course can be either a core or elective within your
chosen field of study. At the discretion of the Humber Committee on Internationalisation, there is prior/co-required approval. A list of courses with an international characteristic can be found in the Humber course catalogue. 3. Who is right? The Global Citizenship Certificate is open to all currently registered Humber students with a diploma, advanced diploma,
postgraduate certificate or postgraduate program. In each individual case, non-thyme learners in the Humber may be authorised to register with the GCC as part of a special professional development initiative coordinated by the institution. 4. How is a global citizenship certificate issued? The study takes place online on a whiteboard (i.e. GBLC 001-003), in
the classroom (i.e. a global study course before/co-director, pre-departure and post-departure orientation students) and in different community environments. Learners communicate and share resources with each other on platforms and academic schools and are encouraged to use creative methods to demonstrate their learning outcomes (e.g. reflective
writing, blogging, film, photography, animation, poetry, drawing, etc.). 5. Does this count towards my degree or diploma program? After successfully passing the World Citizenship Certificate, you will receive a certificate of completion on your official academic transcript. Credit cannot be transferred to any other post-mandate. GBLC courses are marked on a
satisfactory or unsatisfactory basis and are not reflected in your grade score average (GPA) in the Humber. 6. Can I customize the program to suit my area of interest? Absolutely! Learners can adapt the elements of the certificate to their specific interests by selecting topics, community engagement and learning experiences abroad that correspond to their
academic and/or personal interests. 7. I am currently involved on campus. Can I apply this experience to the requirement of a 40-hour engagement experience? Yes, you'll receive the program with the approval of the administrator. It is important that that students demonstrate that their experiences offer new opportunities to develop or improve specific skills
in order to gain new knowledge in line with the learning outcomes of the testimony. The aim of this requirement is to actively engage students in experiences that challenge them to explain and broaden their understanding of relationships with different communities and cultures; develop, hone and strengthen the necessary skills for adaptation, cooperation
and management; and to combine and expand their knowledge in order to gain a deeper and critical understanding of political, social, environmental and economic issues. 8. I am not currently involved on campus, but I was previously involved in activities prior to the GCC launch. Can I apply this experience to the requirement of 40 hours of community
engagement? No, you can't. An important part of the experience of participation is to deal with the deliberate reflection of skills development and acquired learning. This cannot be achieved retrospectively. 9. What is the fee for each GCC course? There is no fee to enroll in each GCC courses. The entire Global Citizenship Certificate program is currently
offered free of charge to students. 10th Register me! How to register?! Registration is easy! Register today for the title of the course calendar - search course codes to register (either GLBC 001, 002 or 003). You will receive confirmation when you have enrolled in your course. Course.
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